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What are we going to talk about?

Safety and Security on the Internet

Who is out to get me?

How do they do this stuff?

Where are some places I might need to 
be careful?

What about while I am at work?

What is OIT Security doing to protect us?

What can I do to help keep the University 
and students safe?

Questions



http://www.youtube.com/watch?v=9nEwX7BUYdY
http://www.youtube.com/watch?v=9nEwX7BUYdY


Who is out to get me?

It is not paranoia if they are really out to get you. - Enemy of the 
State tagline

● Organized crime

● State sponsored actors

● Hacktivists 

● Not so organized crime





How do they do 
this stuff?
Social engineering

Malware

Man-in-the-Middle Attacks 

Advanced Persistent Threats

Physical theft

Dumpster diving





That sounds scary. Where do I need to 
watch out for this stuff?

Your email inbox!

On the web

On strange networks

Walking down the street

On social media

http://www.youtube.com/watch?v=opRMrEfAIiI
http://www.youtube.com/watch?v=opRMrEfAIiI


Phishing, vishing, & whaling

SPAM was annoying, these are designed to rob you or loot an organization.

● Phishing - soliciting sensitive information using deception via email
● Vishing - soliciting sensitive information using deception via voice 

communications
● Whaling - CEO or other fraud designed to steal or divert large sums of 

money



Anatomy of Phishing

1. Generic greeting “Dear User!”
2. The “From:” line and signature do 

not quite match. 
3. The message uses fear, coercion 

or incentive to get the reader to 
take an action.

4. URLs are obscured
5. The site you end up at is not the 

organization's domain name 
(alaska.edu vs. alaxka.ebu)

6. Use of jargon or department 
names not a part of the 
organization



Real or Phishing?





Real or Phishing?





Flag as Phishing in Google Mail



Ours or 
Theirs?



Ours or 
Theirs?



How can 
we tell?

1. Check the URL

2. Look for a secure connection 
(https:// or the lock icon)

3. Does the page look different?

4. How did you get here?

Learn what is normal and 
question anything that does 
not fit that expectation.



Ours



What are some of the places I should be 
cautious?  

Person to Person sales apps & sites

The cloud

Social media 

Public wifi networks

Online “Canadian” Pharmacies

Bank of the Western Islands US Territory 
and Truck Sales websites



Not social engineering attacks...

Malware - software meant to steal 
information or resources

MIIM - unsecure or untrusted networks 
can let 3rd parties have access to your 
information on the network

APT - an automated attack that is always 
on, searching for a target and can evade 
detection

Physical theft - most often involves 
mobile devices but when we connect 
those devices to information services 
(email, facebook) they become portals to 
useful data to an attacker

Dumpster diving - those passwords you 
wrote down but did not lock up or shred, 
the tax form you just put out with the 
trash



What about while I am at work or doing 
University business?

All the same advice applies equally - the risk is higher in the workplace

Unique scams and threats you can expect in the office:

● CEO fraud (aka wire fraud)
● W2 solicitation
● Direct deposit fraud
● Identity information theft
● Resource theft
● Denial of Service (DoS)



What can I do to keep myself, my family, 
my coworkers, students and the 
University safe!?

1. Stop. Think. Connect. (https://www.stopthinkconnect.org/)
2. Keep operating systems and software up to date
3. Have and keep anti-virus software up to date
4. Us secured, trusted networks to work from
5. Use good passwords & go ahead and write them down
6. For mobile devices enable location tracking, device encryption and remote wipe 

features
7. Learn what normal is and ask questions when something does not look right

https://www.stopthinkconnect.org/




Keep a Clean Machine

● Keep security software current: Having the latest security software, web 
browser and operating system is the best defense against viruses, malware and 
other online threats.

● Automate software updates: Many software programs will automatically 
connect and update to defend against known risks. Turn on automatic updates if 
that’s an available option.

● Protect all devices that connect to the Internet: Along with computers, 
smartphones, gaming systems and other web-enabled devices also need 
protection from viruses and malware.

● Plug & scan: USBs and other external devices can be infected by viruses and 
malware. Use your security software to scan them.



Protect Your Personal Information
● Lock down your login: Fortify your online accounts by enabling the strongest 

authentication tools available, such as biometrics, security keys or a unique one-time 
code through an app on your mobile device. Your usernames and passwords are not 
enough to protect key accounts like email, banking and social media.

● Make  your password a sentence: A strong password is a sentence that is at least 
12 characters long. Focus on positive sentences or phrases that you like to think about 
and are easy to remember (for example, “I love country music.”). On many sites, you 
can even use spaces!

● Unique account, unique password: Having separate passwords for every account 
helps to thwart cybercriminals. At a minimum, separate your work and personal 
accounts and make sure that your critical accounts have the strongest passwords. 

● Write it down and keep it safe: Everyone can forget a password. Keep a list that’s 
stored in a safe, secure place away from your computer. You can alternatively use a 
service like a password manager to keep track of your passwords.

https://www.lockdownyourlogin.org/


Connect With Care

● When in doubt, throw it out: Links in emails, social media posts and online 

advertising are often how cybercriminals try to steal your personal information. 

Even if you know the source, if something looks suspicious, delete it.

● Get savvy about Wi-Fi hotspots: Limit the type of business you conduct and 

adjust the security settings on your device to limit who can access your machine.

● Protect your $$: When banking and shopping, check to be sure the site is 

security enabled. Look for web addresses with “https://” or “shttp://,” which means 

the site takes extra measures to help secure your information. “Http://” is not 

secure.



Be Web Wise

● Stay current. Keep pace with new ways to stay safe online: Check trusted 

websites for the latest information, and share with friends, family, and colleagues 

and encourage them to be web wise.

● Think before you act: Be wary of communications that implore you to act 

immediately, offer something that sounds too good to be true or ask for personal 

information.

● Back it up: Protect your valuable work, music, photos and other digital 

information by making an electronic copy and storing it safely.



Be a Good Online Citizen

● Safer for me, more secure for all: What you do online has the potential to affect 

everyone – at home, at work and around the world. Practicing good online habits 

benefits the global digital community.

● Post only about others as you have them post about you. The Golden Rule 

applies online as well.

● Help the authorities fight cybercrime: Report stolen finances or identities and 

other cybercrime to the Internet Crime Complaint Center (www.ic3.gov) and to 

your local law enforcement or state attorney general as appropriate.



Own Your Online Presents

● Personal information is like money. Value it. Protect it.: Information about 

you, such as your purchase history or location, has value – just like money. Be 

thoughtful about who gets that information and how it’s collected through apps 

and websites. 

● Be aware of what’s being shared: Set the privacy and security settings on web 

services and devices to your comfort level for information sharing. It’s OK to limit 

how and with whom you share information.  

● Share with care: Think before posting about yourself and others online. 

Consider what a post reveals, who might see it and how it could be perceived 

now and in the future.



So what does OIT 
do to keep us 
safe?

1. OIT manages workstations and some 
software. 

2. OIT operates managed anti-virus 
software.

3. OIT maintains visibility of sensitive 
information.

4. OIT operates intrusion detection and 
prevention systems.

5. OIT maintains logs of activity to 
determine when and how an incident 
might have taken place, or not.

Severity Count

informational 24094

low 36052

medium 612

high 4338

critical 438

4,776 high/critical events per day x 365 days 
= 1.7 million per year

It costs ~$0.21 per denied high/critical threat 
based on our current volume.



Top 100 incoming threats in the last 24 
hours.



Top 100 Outgoing Threats in the last 24 
hours



Questions
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