


•  Addi2on	
  of	
  Google	
  Password	
  Management	
  
through	
  UA	
  Easy	
  Logon	
  Maintenance	
  Op2on	
  
(ELMO)	
  

•  General	
  availability	
  of	
  UA	
  Creden2als	
  through	
  UA	
  
Online	
  

•  Single	
  Sign	
  On	
  for	
  Travel	
  Expense	
  Management	
  



0 
100 
200 
300 
400 
500 
600 
700 
800 
900 

1000 

2006 2007 2008 2009 2010 2011 2012 2013 2014 

N
um

be
r o

f D
M

C
A 

N
ot

ic
es

 R
ec

ei
ve

d 

Year 

Yearly Totals by Campus 

UAA 
UAF 
UAS 
SW 

0	
  

200	
  

400	
  

600	
  

800	
  

1000	
  

1200	
  

1400	
  

1600	
  

20
01
	
  

20
02
	
  

20
03
	
  

20
04
	
  

20
05
	
  

20
06
	
  

20
07
	
  

20
08
	
  

20
09
	
  

20
10
	
  

20
11
	
  

20
12
	
  

20
13
	
  

20
14
	
  

Copyright	
  Complaint	
  Totals	
  By	
  Year	
  

Yearly	
  Total	
  

2	
  per.	
  Mov.	
  Avg.	
  
(Yearly	
  Total)	
  



•  Increases	
  in	
  DDoS	
  a[acks	
  globally	
  
•  Legacy	
  systems	
  as	
  security	
  risk	
  
•  Android	
  malware	
  on	
  the	
  rise	
  
•  Increased	
  phishing	
  a[empts	
  
•  BYOD	
  
•  Hacking	
  of	
  Everything	
  
•  Increase	
  in	
  State-­‐sponsored	
  a[acks	
  



•  UA	
  Confiden2al	
  Hotline	
  hosts	
  IT	
  security	
  
categories	
  for	
  repor2ng	
  

•  2	
  primary	
  inves2gators	
  in	
  OIT	
  
•  0	
  reports	
  to	
  date	
  
•  Hotline	
  reports	
  will	
  become	
  a	
  reported	
  metric	
  



•  UA	
  informa2on	
  resources	
  were	
  used	
  to	
  perpetrate	
  SNMP	
  
amplifica2on	
  a[acks	
  (DDoS)	
  against	
  other	
  targets	
  on	
  the	
  
Internet	
  

•  The	
  traffic	
  volume	
  overwhelmed	
  our	
  firewalls	
  resul2ng	
  in	
  
network	
  outages	
  for	
  the	
  Fairbanks	
  campus	
  

•  Larger	
  firewalls	
  scheduled	
  to	
  be	
  placed	
  elsewhere	
  will	
  be	
  
re-­‐tasked	
  and	
  leveraged	
  as	
  a	
  mi2ga2on	
  

•  Inves2ga2ng	
  DDoS	
  a[ack	
  specific	
  services	
  



•  Keep	
  your	
  systems	
  patched	
  and	
  up	
  to	
  date	
  
•  Standardize	
  your	
  web	
  soaware	
  
•  Secure	
  your	
  browsers	
  
•  Use	
  a	
  strong	
  password	
  	
  
•  Use	
  an	
  effec2ve	
  web	
  protec2on	
  solu2on	
  
•  U2lize	
  encryp2on	
  whenever	
  possible	
  
•  Both	
  professional	
  and	
  personal	
  systems	
  
•  Educa2on	
  and	
  outreach	
  






