UA'S NATIONAL COMPLIANCE WEEK ACTIVITIES:
Monday, November 4:

¢ Kick off the week with a Digital Scavenger Hunt! Test your knowledge of compliance and earn the chance to win a $20 Amazon gift card.

« Watch for your invitation to the UA Confidential Hotline pulse survey. Completing the survey is a positive step towards fulfilling your compliance

responsibilities and helping us enhance the UA Confidential Hotline for everyone.
Tuesday, November 5:

* Everyone: Check out the UA Confidential Hotline Compliance Chat
« Supervisors: last week you received an invite to join a discussion today focused on your compliance responsibilities as managers and directors. For more

information, contact ua-compliance@alaska.edu.

Wednesday, November 6:

simplify and clarify key compliance guidelines, you can also request a hard copy to be mailed to you for convenient posting.
Thursday, November 7:

« WIN with Compliance! Nineteen Compliance Chats have been released since December 2022.
o Click here to let us know your favorite Chat and what topic you'd like to see in a future Chat for a chance to win one of two $20 Amazon gift cards.

« Join the Board of Regents’ Audit and Finance Committee meeting to hear an update on UA's compliance efforts.
Friday, November 8:

« Winners of both the Digital Scavenger Hunt and “Pick your Favorite Chat” will be selected and contacted.

Supervisor Compliance Overview

System Office of Audit and Compliance Services

November 5, 2024
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Welcome

- Institutional Compliance Overview

- Understanding Your Compliance Responsibilities

- Methods for Supervisors to Support Compliance

- Key Compliance Questions & Red Flags to Watch For
- Compliance Resources
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Can anyone name a department that has
compliance responsibilities?
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Higher Education Compliance Areas

Financial

Collecting tuition
Capital projects
Procurement

Tax

Investments
Financial aid

Debt management
Cost allowance
Internal controls
Grant and contract
accounting

Cash management
Payroll and benefits
Insurance

Gifts and contracts
Ethics

Research

Human subjects
Animal subjects
Export controls
Research integrity
Conflict of interest
Hazardous materials
Radiation safety
Biosafety

Chemical safety
Industrial safety
Scientific diving and
small boat safety

Health & safety

Employee health
Student health
Violence and suicide
prevention
Construction safety
Emergency
management
Safety of minors
Public safety
Environmental
contamination
Building / grounds
maintenance
Housing and food

Civil rights and
employment

Disability access and
accommodation
Workers compensation
Labor relations

Wage and hour
Family and medical
leave

Recruitment and hiring
Equal opportunity and
affirmative action
Sexual misconduct
Non-discrimination
Cultural resources

Information

Public records

Privacy of data
Security of data
Copyright and
trademark

Intellectual property
Information technology
Internet of Things (loT)

Athletics

International

=
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Federal Guidance for Compliance Program
Development and Evaluation

Federal Requirements of an Effective

Compliance and Ethics Program Ee: Department of Justice

Criminal Division

UNITED STATES SENTENCING COMMISSION Evaluation of Corporate Compliance Programs

GUIDELINES MANUAL

(Updated September 2024)
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ELEMENTS OF AN EFFECTIVE COMPLIANCE FRAMEWORK:

Existence of policies, procedures, and standards of conduct. The cornerstone
a compliance program is to ensure that behavior and decision-making

expectations are articulated, clearly communicated and that practical guidanc: o Desgnating
A ) g s responsibility
available and accessible. Actively follow and support current standards and Procedures and for compliance
procedures to prevent and detect criminal conduct and facilitate compliance. 5‘:’;‘?;’:{:;°f
UA employees, full or part-time, are subject to the Executive Branch Ethics Act
(EBEA) and its implementing regulations published by the Department of Law. _
Existence of and
requirements
Acti for training and
o o . . Ao e Elements. of rincls
Designating responsibility for compliance. The Board of Regents and UA senic TR an Effective
leadership will be knowledgeable about the content and operation of the UA’s occurs o e
compliance program. UA’s leadership at all levels will demonstrate a strong p
commitment to compliant business, research and academic operations at the Framework
university. Successfully compliant and ethical university operations depend on Maintaining
the individual commitment of every university community member. As e lines of
compliance requirements permeate all university programs, institutional e aF communication
compliance depends on a unique level of personal accountability and policies,
responsibility at all levels of the university. pm;g::fé:"d mf;f::l‘nf:;
assessment,
monitoring and
auditing
Existence of and requirements for training and education. Provide appropriat
relevant, and comprehensive education and outreach about compliance
requirements. Each institution and appropriate department should take
reasonable steps to periodically communicate its standards and procedures by
conducting effective training programs and otherwise disseminating information
appropriate to individual roles and responsibilities. <
. . . . . UNIVERSITY
Source: Federal Requirements of an Effective Compliance and Ethics Program (see § 8B2.1) o ALASKA
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ELEMENTS OF AN EFFECTIVE COMPLIANCE FRAMEWORK: (Continued)
Maintaining lines of communication. University leadership will facilitate and
support communication at each university about the university’s compliance
program, its purpose and their responsibilities so that UA community
members understand and can also fulfill their compliance duties. Reasonable Designating
steps will be taken to communicate standards, procedures and roles to Policies, responsibility
members of the institution, including the Board of Regents, to foster a P;‘::fg‘;’rgss ff‘d for compliance
compliance consciousness. Employees are encouraged to report, either Contast
directly or anonymously, any concerns and or seek guidance regarding
potential or actual misconduct without fear of retaliation. w0
xistence of and
requirements
Actions are EI ements Of for training and
. A . . R taken when 8 education
Methods for internal risk assessment, monitoring and audnpng..c’ontmuous TG AT an Effective
monitoring is done by departmental managers to detect their unit’s oceurs C li
compliance risk issues and compliance requirement adherence associated ompliance
with the university’s operations. Reasonable steps will be taken to conduct Framework
compliance risk assessments to determine how well UA's business processes o
fulfill current/changing rules, regulations, or Board of Regents policies. M?_'"ta'";"g
Methods for LS
Enbemenian communication
policies,
Methods for enforcement of policies, procedures, and standards. Ensure procedures and Methods for
. . . . standards internal risk
there are clear avenues to seek guidance or report violations of policy and assessment,
relevant laws/regulations. The university will follow appropriate processes, monitoring and
conduct investigations, enforce standards and emphasize non-retaliation. auditing

Actions are taken when noncompliance occurs (consistently and
commensurate with the noncompliance). The university responds
appropriately to investigate and address episodes of misconduct and
violations of laws, regulations and policies. Steps are taken to prevent further
similar conduct from occurring in the future.
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I’m a university employee, what are my compliance responsibilities?

RISKS

| understand what compliance risks are and how to identify them

I am familiar with all of the policies, procedures and laws governing the work |
perform for the university

| know how to conduct university business in a compliant and ethical manner

MITIGATION

| follow the established compliance activities including processes, procedures and
controls to mitigate compliance risks

| understand that creating consistent processes to meet compliance requirements
will help the university help mitigate risk

TRAINING

| complete all required compliance education and training for my respective position
to ensure | am aware of requirements and industry best practices

MONITOR

| assist my supervisor, as appropriate for my role, in proactively monitoring
effectiveness of compliance activities in our unit

REPORTING

| report instances of non-compliance to appropriate administrative officers
| understand there is UA Hotline, an anonymous reporting resource

=

https://www.alaska.edu/hr/training/employees/new.php
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I’m a manager or director, what are my compliance responsibilities?

RISKS e | am aware of the current key compliance risks in the units for which | am
responsible
e | regularly meet with my direct reports to identify, review, and prioritize risks
e | monitor state and federal changes to my area of responsibility
MITIGATION e | implement compliance activities including processes, procedures and controls
to mitigate compliance risks
e | understand that creating consistent processes to meet compliance requirements
will help the university help mitigate risk
TRAINING e | complete all required compliance education and training for my respective

position and ensure that members of my team are provided training to ensure
effective compliance

COORDINATION

| coordinate activities with university-wide compliance managers

MONITOR e | proactively monitor effectiveness of compliance activities in my department
including results and key issues
REPORTING e | report instances of non-compliance to appropriate administrative officers, and |

assist Internal Audit & Compliance in developing compliance oversight reporting
I understand there is UA Hotline, an anonymous reporting resource

=
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I’'m in executive leadership, what are my compliance responsibilities?

RISKS e | am aware of the current key compliance risks in the university units for which | am responsible

e | regularly meet with my direct reports to identify, review, and prioritize risks and ensure that they are
monitoring state and federal changes related to their unit

e | understand compliance fines can range from hundreds of dollars to millions of dollars

e | recognize that Regents, the president, and university chancellors can be held individually liable for
University of Alaska’s compliance infractions

MITIGATION e | implement compliance activities including processes, procedures and controls to mitigate
compliance risks

e | know the promotion of and adherence to compliance with applicable laws and regulations is an
integral part of my role as a university leader

e | understand that creating consistent processes to meet compliance requirements will help the
university help mitigate risk

TRAINING e | complete all required compliance education and training for my respective position and ensure that
members of my team are provided training to ensure effective compliance

COORDINATION e | share compliance information with my colleagues and direct reports
e | ensure that my direct reports are coordinating activities with university-wide compliance managers

MONITOR e | proactively monitor effectiveness of compliance activities in my department including results and

key issues
REPORTING e | report instances of non-compliance to appropriate administrative officers, and | assist Internal Audit

& Compliance in developing quarterly compliance oversight reporting

e | understand there is UA Hotline, an anonymous reporting resource
o UNIVERSITY
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How do | support compliance?
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Lead by Example:
Demonstrate a strong commitment to compliance through your own actions. Uphold ethical
behavior, adhere to policies, and model the desired compliance culture for your team.

Effective Communication:

Maintain open and transparent communication channels with your team regarding compliance
expectations, policies, and updates. Regularly discuss the importance of compliance and its
alignment with the university's values.

Education and Training:

Ensure that your team receives comprehensive compliance education and training relevant to
their roles. Keep them informed about any changes in regulations or policies and provide
resources for self-learning.

Provide Resources:

Equip your team with the necessary tools and resources to navigate compliance challenges.
Offer guidance on where to find policies, procedures, and contact information for compliance
inquiries.

Regular Assessments:

Ask good questions. Periodically review your team's compliance practices and identify areas
for improvement. Conduct internal audits or assessments to ensure that processes are <
aligned with regulations. UNIVERSITY

of ALASKA

Many Traditions One Alaska

Recognize Compliance Champions:
Acknowledge and reward employees who consistently exhibit strong compliance practices. This
fosters a sense of ownership and motivates others to follow suit.

Risk Mitigation:
Collaborate with your team to identify potential compliance risks specific to your department.
Implement measures to mitigate these risks and establish a proactive approach to compliance.

Reporting Channels:
Clearly communicate the available channels for reporting compliance concerns or violations.
Ensure that employees feel comfortable using these channels without fear of retaliation.

Continuous Learning:
Stay updated on regulatory changes and industry best practices related to compliance. Share
relevant information with your team and guide them in adapting to new requirements.

Supportive Culture:

Create an environment where employees feel empowered to raise compliance concerns without
hesitation. Address their concerns promptly and demonstrate that compliance is a shared
responsibility.

Feedback and Support: E
Encourage your team to share their compliance concerns or questions. Offer guidance and UNIVERSITY

support in addressing these issues and acknowledge their efforts in upholding compliance s ALASKA
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Key Compliance Questions to Ask Your Team:

1) Are you familiar with our university’s policies and procedures related to your role,
and do you fully understand your specific compliance responsibilities?

2) Do you have all the tools and resources needed to follow required procedures?
3) Have you noticed any potential risks in our processes that we should address?
4) Are there areas where you would benefit from additional compliance training?
5) Are you following the privacy standards for the data you handle?

6) Are you consistently documenting processes and decisions as required?

7) How can |, as your supervisor, support your efforts to keep the university
compliant?

8) Are you aware of any potential conflicts of interest in your work?

Key Compliance Questions for You to Consider:

1) How am | actively identifying compliance risks in the university areas related to my
department, such as IT compliance, financial compliance, student privacy compliance,
environmental health and safety compliance, and research compliance?

2) How do | prioritize and address compliance concerns within my team?

3) Do | have a clear reporting structure in place in my department for potential
compliance issues?

4) How do | elevate compliance concerns to my supervisor, senior university
management and, if necessary, the Board of Regents?

5) How do | stay up to date on the latest requirements? What process do | follow to
provide compliance training and education to my employees, or as necessary, to all
employees and/or students?

=
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In addition to this proactive approach, what
are red flags should | watch for?
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Examples of Red Flags to Watch For:
e Unusual Financial Transactions: Unapproved spending or missing documentation.

e Conflicts of Interest: Faculty/staff benefiting personally from university roles.

-

e Research Compliance Issues: Misreported data or non-adherence to grant
guidelines.

e Data Privacy Violations: Mishandling of student/employee information (FERPA).

e Abuse of Authority/Policy Violations: Ignoring hiring, promotion, or Title IX/ADA
procedures.

e Fear of Reporting: Hesitancy to report issues or concerns of retaliation. E
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Compliance Resources:

How Do | Identify What | Don’t Know?
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Compliance Resources

Resource Details

1. UA Board of Review relevant sections on the UA Board of Regents website.
Regents Policy
https://www.alaska.edu/bor/policy-regulations/index.php

2. HECA Matrix Use the HECA matrix to identify applicable federal laws and regulations. This
resource list includes various elements such as the Item ID, Topic, Statute
Name, and multiple Statutes (Statute 1, Statute 2, Statute 3, Statute 4) along
with their corresponding Statute IDs. It also covers several Regulations
(Regulation 1, Regulation 2, Regulation 3, Regulation 4, Regulation 5), a
Statutory Summary, Reporting Requirements, and Deadlines. Additionally, it
provides Additional Resources (Additional Resources 1, Additional Resources
2), a Sortable Month, Topic ID, and the Last Updated date.

-

https://www.higheredcompliance.org/compliance-matrix/

3. Comprehensive | In addition to required employee training, seek out and participate in

Training compliance training specific to your subject area through professional
organizations, vendors, law firms, and other universities. Also check out the E

UA Employee LinkedIn Learning Center and familiarize yourself with the

Executive Branch Ethics Act. Tune in to UA's monthly Compliance Chats to UNIVERSITY

stay informed on areas of compliance at the university. of ALASKA
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Compliance Resources (continued)

4. Professional Connect with your peers and experts here at UA and at other universities. Join
Networking committees, attend meetings, and engage in professional organizations.

5. Email Updates Sign up for your professional associations’ mailing lists to stay updated on the
latest laws and regulations.

6. University Have questions? UA has many employees that can help, including in Audit and
Resources Compliance Services, the Office of the General Counsel, and Human
Resources.

For specialized guidance, you can also reach out to:
- Risk Management for safety concerns.
- Equity and Compliance for issues related to discrimination and Title IX.
- Procurement for purchasing and contracting compliance.

- Information Technology for data security and privacy matters. E
. . . UNIVERSITY
Link for 10 Tips for Common Sense Compliance o ALASKA

UA Confidential Hotline - Issue Examples

Accounting and Financial Fraud, theft, waste or other financial misconduct
Athletics NCAA compliance or other rules violation issues
Diversity and Equal Bias incidents and EEOC and ADA matters, Title IX
Opportunity
Healthcare HIPAA, healthcare fraud, insurance issues
Human Resources Time or benefits abuse, employee misconduct, retaliation
Information Security Data privacy/integrity, malicious use of technology
Research Export controls, animal or human research issues, misappropriation
of funds
Risk and Safety Matters Unsafe working conditions, environmental issues, or other safety E
matters, protection of minors
UNIVERSITY
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Compliance Chats

“Chats” are part of UA’s proactive approach to offer
bite-sized compliance insights to raise awareness and

uphold federal and state laws, regulations, and Uf{l,yIEAlisilATY

obligations. Cumulative views for these micro-training :

Chat videos exceed 2,800. Complia nce

In accordance with federal guidelines for effective ,

compliance and ethics programs, UA releases a new Ve Chats

Chat and a compliance-focused article each month to - — .
consistently promote these principles throughout the - T—
university.

Supervisors play a key role in sharing these videos
with their teams, using them in staff meetings to
make sure everyone is on the same page and
committed to upholding the university’s compliance
and ethics principles together.
=
Link for Compliance Chats UNIVERSITY
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Alaska Executive Branch Ethics Act

All UA employees, full or part-time, are subject to the Executive Branch
Ethics Act (EBEA, Alaska Statute 39.52), which serves at UA’s Standards
of Ethical Conduct, and its implementing regulations as published by the
Department of Law.

Link to the EBEA Compliance Chat series:
https://www.alaska.edu/audit/compliance/chats.php

=
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i

To ensure clarity and accessibility regarding the Alaska EBEA, our dedicated
Campus Ethics Representatives are here to assist you:

e Andy Harrington, UA System Associate General Counsel
Contact: (907) 450-8080 | Email: legal@alaska.edu

e James Yauney, UAA Sr. HR Business Partner

manager or director?

Contact: (907) 786-4683 | Email: jayauney@alaska.edu
e Currently Recruiting, UAS Sr. HR Business Partner

e Currently Recruiting, UAF Sr. HR Business Partner

We encourage you to connect with these representatives for inquiries,
clarifications, or guidance.

What is one specific question you have about your compliance responsibilities as a university

How do I track training?

MyUA can show as in progress if an employee goes back into a completed
training to check progress. The most reliable tracking mechanism is
through Banner PPACERT for required training, which those with HR
access can view. We recommend you work with your HRC or the
administrator of the training.

Is there management training for
new supervisors?

There are several supervisory training resources at the UA Employe
Engagement and Development page. The training is currently being
updated, and leadership groups across the universities are being asked for
input on the trainings.

Who should | be reporting
incidents to?

If anything comes to your attention that looks or feels suspicious, talk to
your supervisor or campus leadership, and in the case of a possible crime,
law enforcement. If you don’t feel comfortable going to your supervisor,
utilize the confidential and anonymous UA Confidential Hotline to report.

What if my employee raises a
compliance concern but is hesitant
to report it formally?

Encourage them by explaining they have several options for reporting,
including anonymous channels, and reassure them that they are fully
protected from retaliation when reporting their concerns in good faith.

Connecting with Campus Ethics Representatives

=
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Questions Received with Session Registration:
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Examples of Compliance Areas for Graduate Students

Research Compliance

Graduate students must follow ethical standards in research, including human subjects (IRB),
animal welfare (IACUC), effort reporting, data integrity, grant compliance, accurate reporting,
and avoiding misconduct.

Academic Integrity
and Ethics

Graduate students are held to high standards, such as avoiding plagiarism, ensuring fair
collaboration, and following proper citation practices.

International Student
Compliance

International students must maintain visa status, meet enrollment requirements, and report
changes to the university, avoiding unauthorized work.

Teaching and
Assistantship
Responsibilities

Graduate students in assistant roles must comply with labor policies, FERPA, and any union
or employment guidelines.

Intellectual Property
and Copyright

Graduate students in research or creative fields must understand university policies on
copyright, patents, and data ownership.

Conflict of Interest

Students with external work or funding may need to disclose conflicts of interest that could
affect their research or academic duties.

Health and Safety

Graduate students working in labs or field environments must comply with lab safety
protocols, proper handling of hazardous materials and Board of Regent health and safety
policies including Sex and Gender-Based Discrimination Under Title IX.
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Mary Gower
Senior Institutional Compliance Liaison
University of Alaska
907-450-8145
msgower@alaska.edu

www.alaska.edu/audit/compliance/
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