REGENTS’ POLICY

PART V – FINANCE AND BUSINESS MANAGEMENT

Chapter 05.08 - Business Practices

P05.08.010. Printing Standards: General Statement.  
Publications produced by and for the university will be simple, low in cost and consistent.  Publications will be printed on recycled paper whenever it meets specific printing needs and will be printed on both sides of the paper. A publication with actual annual general fund production costs in excess of $1,500 will contain the disclosure statement if required by AS 44.99.210.


(08-19-94)

P05.08.012. Printing Standards:  Printing at Private Facilities. 
A university publication will be produced at a private sector facility located in the state unless:
A.
the publication cannot be produced within the time limits established by the university by a private sector facility located in the state;
B.
the technical requirements for the publication exceed the capability of private sector facilities located in the state;
C.
the publication can be produced at less cost by the university; or
D.
in-house xerographic copiers, computer printers or imagers are used to produce the publication.


(08-19-94)

P05.08.014. Printing Standards:  Printing Regulations. 
In promulgating university regulation with printing standards designed to promote simplicity, low cost and consistency in accordance with this policy, the president will consider the standards adopted by the Department of Administration under AS 44.99.200 and will allow for exceptions to the standards with written justification.  The standards will not apply to publications used by the university to develop a market for the university's services or products, publications intended primarily for foreign or out-of-state use, programs for public ceremonies, or posters, or printed materials exempted by A.S. 44.99.240(1). 

(08-19-94)

P05.08.022. Records Management:  Records Retention.  
A.
The chancellor or the chancellor’s designee will retain all correspondence, documents, and records in accordance with university regulation.

B.
To promote economy, efficiency and the security of permanent records, the president will promulgate university regulations that promotes efforts to periodically evaluate:
1.
the length of time that various types of documents and records are to be maintained,
2.
methods for screening and discarding unneeded files, documents and reports,
3.
reducing the multiple copies of same, and
4.
archiving of such records in computer readable form, on microfilm, microfiche, or other such cost or space saving methods. 

(04-15-04)

P05.08.030. Resource Recovery and Conservation.
Each university department will take an active role in resource recovery and conservation by recycling; minimizing resource use and waste; increasing electronic data exchange versus duplication; purchasing recycled, reusable, and recyclable products; purchasing equipment that is compatible with these products; and, when feasible, printing copies on both sides of paper.  The chief procurement officer will develop procurement procedures to implement this policy in accordance with applicable law and sound business practices. 

(02-17-95)

UNIVERSITY REGULATION

PART V – FINANCE AND BUSINESS MANAGEMENT

Chapter 05.08 - Business Practices

R05.08.023. Records Management: Security Breach Involving Personal Information.  

The University of Alaska will notify any individual whose personal information was, or is reasonably believed to have been, acquired by an unauthorized person as the result of a security breach.  

For purposes of this regulation, “personal information” means information in any form on an individual that is not encrypted or redacted, or is encrypted and the encryption key has been accessed or acquired, and that consists of a combination of the individual’s name and one or more of the following:

· social security number; 

· driver's license number or state identification card number; 

· the individual's financial account number, credit card account number, or debit card account number in combination with any required security code, access code, or password that would permit access to an individual’s financial account; 
The following factors, among others, will be considered in making a reasonable belief of acquisition determination:

· Indications that the personal information is in the physical possession and control of an unauthorized person, such as a lost or stolen computer or other device containing unencrypted notice-triggering information.

· Indications that the personal information has been downloaded or copied;

· Indications that download or copy activity consistent with download or copying of personal information has occurred, even if there is no specific evidence that there was a download or copy of personal information;

· Indications that the personal information was used by an unauthorized person, such as fraudulent accounts opened or instances of identity theft reported;

· Duration the personal information was exposed;

· The extent to which the compromise indicates a directed attack to acquire personal information, such as a pattern showing a machine containing personal data was specifically targeted;

Acquisition determinations will be made in accordance with delegated authority and this regulation:  in the case of electronic records, by the applicable MAU Director of Information Resources, in concurrence with the Chief Information Technology Officer and General Counsel;  in the case of paper records, by the applicable MAU Vice Chancellor for Administration, in concurrence with the System Vice President for Administration and General Counsel.

Notice may be by individual mail or delivery, electronic mail, internet posting, notice to the media, or some combination thereof.  In choosing the method of notice, cost and effectiveness shall be considered.

Unless an appropriate law enforcement agency determines that disclosing the breach will interfere with an ongoing criminal investigation, notice shall be given without unreasonable delay, except as necessary to determine that personal information was, or is reasonably believed to have been, acquired by an unauthorized person, the scope of the breach and the method of notice, and to restore the reasonable integrity of the information system.


(08-30-07)
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