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National Data Privacy Month 
February 2014 

Spam -- Spam is the electronic equivalent of junk mail.  The term 
refers to unsolicited, bulk – and often unwanted – email.  

Phishing -- Phishing attacks use email or malicious websites 
(clicking on a link) to collect personal and financial 
information or infect your machine with malware and viruses.  

Spear Phishing -- Spear phishing is highly specialized 
attacks against a specific target or small group of targets to collect 
information of gain access to systems  

Data Privacy Month (DPM) is an annual effort to empower people to protect 
their privacy and control their digital footprint and make protection of privacy 
and data everyone's priority. 

Common Ways Privacy is Compromised: 





Corporate Compromises  
2013 

• Target 110,000,000 records 
• Michaels (unknown) 
• Neiman Marcus 1,100,000 records 
• Veteran’s Affairs eBenefits 5,000 individuals 
• Coca-Cola 74,000 individuals 
 



UA Incident Distribution 2013 
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Copyright Complaints 
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Copyright Complaints 
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UAA DMCA Compliance 
Coordination Effort 

• Prior to 2013 minimal effort was made to identify copyright infringers at 
UAA 

• Pat Shier, CIO & Adam Paulick made enabling the infrastructure to 
identify infringers on the network a priority 

• UAA ITS worked with OIT Security to establish necessary logging and 
access for OIT’s current investigator to validate complaints 

• As of January 2014 the ability to identify infringers on UAA managed 
networks is in place and investigation is done by OIT Security 

• UAA ITS follows up locally with individuals, the Dean of Students 
and/or HR as appropriate to address the behavior 

• We hope to reproduce the reduction in complaints and recidivism we 
have seen at UAF and UAS in the coming years 



Protect Yourself with these STOP. THINK. 
CONNECT. Tips: 
 
Keep a Clean Machine: Having the latest security software, web browser, and operating 
system are the best defenses against viruses, malware, and other online threats. 
 
When in doubt, throw it out: Links in email, tweets, posts, and online advertising are often the way 
cybercriminals compromise your computer. If it looks suspicious, even if you know the source, it’s best to delete or if 
appropriate, mark as junk email. 
 

Protect all devices that connect to the Internet: Along with computers, smart phones, 
gaming systems, and other web-enabled devices also need protection from viruses and malware. 
 
Plug & scan: “USBs” and other external devices can be infected by viruses and malware. Use 
your security software to scan them. 
 

Final Note 



Resources 

• http://www.staysafeonline.org/ 
• http://www.securingthehuman.org/ 
• http://ist.mit.edu/security/tips 
• http://www.fbi.gov/scams-

safety/computer_protect 
• http://www.dhs.gov/stopthinkconnect 
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http://www.fbi.gov/scams-safety/computer_protect
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